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	Reason for change:
	When a UE initiates registration procedure with the AMF, the AMF may redirect the UE from 5GS to EPC by including an EMM cause in the Registration Reject message indicating to the UE to not use 5GS and redirect to EPC. The AMF shall establish the NAS security with the UE in order to be able to protect the Registration Reject including the EMM cause. The UE shall only act upon a Registration Reject including the EMM cause if its integrity protected and the UE has verified the integrity of the message successfully.

	
	

	Summary of change:
	It is proposed to introduce the security handling for NAS based redirection from 5GS to EPC for 5G CIoT in Rel-16.
It is proposed to approve the pCR to the living document for 5G CIoT in S3-193052.

	
	

	Consequences if not approved:
	The security handling for NAS based redirection from 5GS to EPC is not supported for 5G CIoT in TS 33.501 Rel-16. 

	
	

	Clauses affected:
	6.x.x

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


**** START OF CHANGES ****
6.x
Security handling in Cellular IoT

Editor’s Note: The term “Data over NAS” needs to be aligned with SA2/RAN3
6.x.x
Security handling in NAS based redirection from 5GS to EPS

When a UE initiates registration procedure with the AMF, the AMF may redirect the UE from 5GC to EPC by including a EMM cause indicating to the UE that it shall not use 5GC, as described in clause 5.31.3 in TS 23.501 [2]. The following requirements apply to Registration Reject message with an EMM cause which indicates to the UE that the UE shall not use 5GC: 

· the AMF shall only send such a Registration Reject message once NAS security has been established between the AMF and the UE; and

· the UE shall only act upon such Registration Reject message if received integrity protected and if UE has verified the integrity of the Registration Reject message successfully.

NOTE: This solution does not apply to unauthenticated emergency calls. 
**** END OF CHANGES ****
